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Abstract
Purpose: This paper addresses a core decision problem in healthcare data governance:
how should healthcare decision-makers optimally select encryption parameters under
resource and threat-model constraints? To answer this, a formal multi-criteria decision
framework is developed and instantiated through a novel ternary linear feedback shift
register (LFSR)-based encryption system, providing clinicians and security engineers with
principled, quantitative parameter-selection guidance for lightweight image-encryption
deployment on resource-constrained medical devices.
Design/Methodology/Approach: The proposed method extends traditional binary
LFSRs to the ternary domain GF(3), operating over three logic states {0, 1, 2}, to generate
pseudo-random keystreams that drive a pixel-permutation cypher. The system was
evaluated on 10–15 images per modality across three clinically distinct modalities: kidney
ultrasound, brain MRI, and multiple sclerosis (MS) MRI; reported metrics correspond
to the image whose scores were closest to the modality average, ensuring representative
rather than cherry-picked results. Evaluation used standard security metrics including
NPCR, UACI, information entropy, MSE, PSNR, SSIM, and pixel-correlation coefficients.
Findings: The model achieves a Number of Pixels Change Rate (NPCR) of 98.04%
and entropy of 6.80 bits for kidney ultrasound images and a Unified Average Changing
Intensity (UACI) of 27.96% for brain MRI images. Encrypted images exhibit near-
uniform histograms and near-zero pixel correlation coefficients (≤ 0.022), confirming
strong randomness. Correct-key decryption recovers the original image with SSIM values
of 0.9903–1.0000 and PSNR values of 44.52–52.21 dB. Incorrect-key decryption produces
entirely unintelligible output, validating key sensitivity. The entropy gap below the 8-bit
theoretical maximum is attributed to the permutation-only design, which preserves pixel
intensity values; this limitation and the path towards a diffusion layer are discussed.
Originality/Value: This work makes two original contributions. The primary con-
tribution is a formally grounded, evidence-based decision framework that maps LFSR
configuration variables (n, P ) to measurable security-versus-cost trade-offs across three
healthcare deployment tiers, enabling risk-based governance of medical image encryption.
The secondary contribution is the ternary LFSR cipher itself — the first deployment of
GF(3) logic within an LFSR-based cypher for medical image protection — which serves
as the concrete case study instantiating the decision framework, expanding the key space
from 2n − 1 to 3n − 1 states while maintaining O(N log N) computational complexity.
Implications: The decision framework gives healthcare administrators and security
engineers a structured, evidence-based basis for encryption parameter selection, directly
supporting risk-based governance and regulatory compliance (e.g., HIPAA, GDPR). The
minimax-regret analysis provides robust configuration guidance even under uncertainty
about attacker capability and device heterogeneity. The low computational overhead of the
ternary LFSR cipher makes the framework practically deployable on embedded and IoT-
based medical devices. This work advances decision science methodology by formalizing
parameter-selection under resource constraints and threat-model uncertainty—a canonical
multi-criteria decision problem—and demonstrating its application to healthcare data
governance, where encryption configuration choices directly impact regulatory compliance,
patient privacy protection, and operational efficiency under bounded computational
budgets.
Keywords: Ternary logic; linear feedback shift register; image encryption; cryptography;
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decision framework; parameter selection; risk-based governance; healthcare decision-
making

JEL Classification: C44, C61, I18, C88

1. Introduction
A central challenge facing healthcare decision-makers today is not merely whether to
encrypt sensitive diagnostic images, but how to select encryption parameters optimally
under real-world constraints of limited computational resources, heterogeneous device
environments, and incompletely characterised threat models. As reliance on telemedicine
and cloud-based platforms continues to grow, clinicians and security engineers must choose
among many viable lightweight ciphers without principled, quantitative guidance tailored
to their deployment context (Ahmed et al., 2023). Existing literature overwhelmingly
evaluates cryptographic performance in isolation, leaving practitioners without a structured
basis for parameter selection. This paper addresses that gap directly by combining a novel
ternary linear feedback shift register (LFSR) cipher with a formal multi-criteria decision
framework that maps configuration choices to measurable security-versus-cost trade-offs
across three healthcare deployment tiers. This problem is fundamentally a decision-
science challenge: given competing objectives (security maximization, cost minimization,
regulatory compliance) and uncertain threat models, how should healthcare organizations
select encryption parameters to achieve robust, risk-based governance?
Encryption encodes sensitive data using a secret key so that unauthorised access is
prevented. Conventional approaches include symmetric-block cyphers such as the Data
Encryption Standard (DES), the Advanced Encryption Standard (AES), and the Interna-
tional Data Encryption Algorithm (IDEA). Chaos-based encryption, by contrast, utilises
pseudo-random sequences for image scrambling and has been shown to provide greater
randomness and lower pixel correlation than deterministic block-cypher modes when
applied to image data (John & Kumar, 2023; Rajagopalan et al., 2017).
Linear Feedback Shift Registers (LFSRs) are fundamental components in many ap-
plications, including built-in self-test (BIST), physically unclonable functions (PUF),
pseudo-random generators in communication systems, key stream generators in cryptog-
raphy, and error-detection and error-correction schemes (Giustolisi et al., 2022; Yaqoob
et al., 2021). Binary logic systems are limited in information density; representing data in
more than two levels alleviates this constraint. Ternary logic employs three levels (0, 1, 2)
and requires fewer digits to represent a given number. For instance, the decimal value 67
is encoded as 1000011 (7 digits) in binary but as 2111 (4 digits) in ternary, corresponding
to an approximately 55% reduction in digit count. Ternary logic, operating on radix-3 and
three logic levels, therefore provides enhanced information capacity and computational
density compared with classical binary systems (Ghosh et al., 2024; Sharma & Kumre,
2021; Sharma & Sharma, 2023).
Building on these properties, this paper proposes a ternary LFSR-based symmetric-key
image encryption system. The ternary LFSR generates a pseudo-random keystream,
which is applied through a pixel-permutation cipher to scramble medical image data.
Although conventional LFSR techniques are binary (operating over GF(2)), the proposed
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implementation extends operation to GF(3), expanding the keyspace from 2n− 1 to 3n− 1
states and making brute-force attacks exponentially more complex (Saha et al., 2018).
The system balances computational efficiency with strong security, with an O(N log N)
time complexity that is theoretically compatible with real-time processing on appropriate
hardware; hardware-level benchmarks are deferred to future work (Abbood & Ben Ayed,
2025).
Decision-science contribution. The present work is motivated by a practical gap in the
literature: while numerous encryption algorithms have been proposed for medical image
security, relatively few provide practitioners with principled, quantitative guidance on
which configuration to deploy under specific resource and threat-model constraints. This
paper addresses that gap directly. Section 4.4 formalises a multi-criteria parameter-
selection framework in which LFSR length n and pass count P are the decision variables,
and security strength, keyspace, computational cost, and memory footprint are the
measurable criteria. A minimax-regret analysis identifies robust configurations for low-,
medium-, and high-resource deployment tiers. The ternary LFSR cipher thus serves as
both a novel cryptographic primitive and a concrete case study instantiating the decision
framework, positioning the overall contribution squarely within evidence-based healthcare
data governance — an established domain of applied decision science.
The proposed model also demonstrates strong resistance against known-plaintext and
chosen-plaintext attacks. In a known-plaintext scenario, an adversary in possession
of plaintext - ciphertext pairs cannot extract the permutation sequence because it is
tightly bound to the secret LFSR seed. In a chosen-plaintext scenario, even deliberately
constructed inputs produce ciphertexts that exhibit high randomness and negligible
correlation with the input, owing to the key-driven permutation process. The expanded
ternary keyspace further increases the computational cost of mapping the permutation or
predicting the pseudo-random sequence.
The remainder of the paper is organised as follows. Section 2 provides a review of related
work and identifies the research gap. Section 3 presents the proposed encryption archi-
tecture and its mathematical foundations. Section 4 defines the permutation generation
algorithm and justifies key design parameters. Section 5 formalises the encryption and de-
cryption processes. Section 6 reports performance metrics and security analysis. Section 7
concludes the paper and outlines future directions.

2. Related Works and Research Gap
Recent research on image encryption has increasingly focused on combining lightweight
cryptography with hybrid and chaos-based models to improve security performance,
particularly in healthcare applications. Earlier works such as Ponuma and Amutha (2019),
Mondal et al. (2015), and Cedillo-Hernandez et al. (2021) demonstrated the use of LFSRs
alongside chaos, watermarking, and signal-processing techniques to enhance security while
reducing computational cost. Later approaches, including Deb and Bhuyan (2021) and
Dey et al. (2018), further improved cipher complexity by integrating nonlinear filtering
functions and cellular automata with binary LFSRs.
More recent studies reflect a clear shift towards efficient, high-randomness encryption.
Alshehri et al. (2024) proposed a hybrid wavelet-chaos scheme achieving faster processing
speeds, while Wang et al. (2024) introduced a novel four-dimensional chaotic system
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coupled with dual memristors for secure medical image transmission. A comparative
review by Ghosh et al. (2024) identifies high NPCR, UACI, and entropy values alongside
low computational cost as the key requirements for real-time telemedicine encryption.
Lin et al. (2025) examined chaotic mechanisms specifically for medical image protection,
and Alghamdi et al. (2022) demonstrated a lightweight chaotic encryption scheme with
high randomness metrics. John and Kumar (2023) implemented a binary LFSR-based
cipher for IoT-connected radiology equipment, reporting NPCR values above 98% with
low embedded-system overhead.
Despite these advances, most existing methods rely on binary LFSRs or computationally
intensive chaotic systems, which either restrict the available keyspace or increase imple-
mentation overhead beyond what resource-constrained devices can accommodate. No
prior work has explored the ternary LFSR (GF(3)) specifically as the keystream source for
medical image permutation ciphers. The proposed work addresses this gap by introduc-
ing a ternary LFSR design that simultaneously expands the state space (from {0, 1} to
{0, 1, 2}), enhances pseudo-random sequence diversity, and maintains linear-logarithmic
computational complexity, achieving a better balance between security strength and
practical deployability than prior binary or chaos-based approaches.

3. Proposed Model

3.1 Overview
The proposed model introduces a symmetric-key cryptographic framework engineered for
robust and computationally efficient encryption of medical images. The architecture is
based on a maximal-length ternary LFSR operating over GF(3), representing a deliberate
departure from traditional binary (GF(2)) systems. The core mechanism is a permutation-
based cipher in which pixel positions are pseudo-randomly rearranged according to the
ternary LFSR keystream. The symmetric design ensures that encryption and decryption
are inverse processes sharing the same secret key and permutation vector, enabling efficient
and lossless image reconstruction.

3.2 Ternary LFSR Fundamentals
A Linear Feedback Shift Register is a pseudo-random sequence generator whose output
is a linear function of its previous states. Consider an n-stage shift register with linear
feedback, as illustrated in Figure 1. The model is expressed as follows:

y =
( n∑

i=1
Ci xi

)
mod 3, (1)

where Ci ∈ {0, 1, 2} are the feedback coefficients defined over GF(3), and xi denotes the
state of the ith register stage. A coefficient Ci = 0 indicates no contribution from that
stage, while Ci = 1 or Ci = 2 represents active taps with corresponding weights in the
ternary domain. Unlike conventional binary LFSRs—whose taps are either included or
excluded under modulo-2 addition—the ternary LFSR employs weighted feedback under
modulo-3 arithmetic, resulting in richer state diversity.
An n-stage ternary shift register can achieve a maximum-length sequence of 3n − 1 states
(excluding the all-zero null state), provided that a primitive feedback polynomial over
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Figure 1: Structure of an 8-stage ternary linear feedback shift register.

GF(3) is employed. This ensures the longest possible period and strong pseudo-random
properties. Ternary shift registers offer higher storage density and greater computational
capacity than binary counterparts, making them well suited to advanced cryptographic
applications.

3.3 Mathematical Foundations
The Galois Field GF(3)

The proposed model is founded on GF(3), the finite field of order three, in contrast to
the GF(2) basis of standard binary computing. A Galois Field is a finite set on which
addition, subtraction, multiplication, and division (excluding division by zero) are all
well-defined.
Binary systems (GF(2)) operate on {0, 1} with modulo-2 arithmetic: addition is equivalent
to XOR (1 + 1 = 0) and multiplication to logical AND.
The proposed ternary system (GF(3)) operates on {0, 1, 2} with modulo-3 arithmetic.
Representative operations are: 1 + 1 = 2; 1 + 2 = 3 ≡ 0 (mod 3); 2 + 2 = 4 ≡ 1 (mod 3);
2× 2 = 4 ≡ 1 (mod 3). For an LFSR of length n, the number of possible states expands
from 2n to 3n, yielding a keyspace of 3n − 1 non-zero states and a correspondingly longer
sequence period—providing greater inherent resistance to brute-force attacks.

The Maximal-Length Ternary LFSR

The LFSR is defined by two components. The state vector S = (s0, s1, . . . , sn−1), where
each si ∈ {0, 1, 2}, constitutes the secret key—its initial value seeds the entire encryption
process. The feedback polynomial is a degree-n polynomial over GF(3),

P (x) = xn + cn−1x
n−1 + · · ·+ c1x + c0, (2)

where the non-zero coefficient positions define the LFSR taps. For a maximal-length
(m-sequence) output, P (x) must be a primitive polynomial over GF(3). The use of a
primitive polynomial is a critical design choice: it guarantees that the register cycles
through all 3n − 1 non-zero states before repeating, maximising the sequence period and
ensuring superior statistical randomness.
At each clock step, the state vector is shifted by one position and a new input trit s′

0 is
computed via the feedback function. The model is expressed as follows:

s′
0 =

(∑
i

ci · si

)
mod 3. (3)
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The LFSR output at each step (typically the last trit, sn−1) serves as the keystream
element.

Generalised Mathematical Representation

Given a state vector S = [s0, s1, . . . , sn−1] with si ∈ {0, 1, 2} and a feedback polynomial
defined by tap positions fpoly = [t1, t2, . . . , tk] (indices measured from the end of the state),
each LFSR iteration proceeds as follows. First, the feedback value is computed:

feedback =
( k∑

i=1
S[−ti]

)
mod 3. (4)

Second, the state is updated by shifting all elements left and appending the feedback:

S ← [s1, s2, . . . , sn−1, feedback]. (5)

Third, the feedback value is used as the keystream output for that iteration, driving the
permutation-index computation described in Section .

3.4 System Architecture
The cryptosystem comprises three principal components forming a sequential pipeline.
(1) Ternary LFSR Keystream Generator. This is the cryptographic core: a finite-
state machine defined by its length n, an initial state vector (the secret seed/key), and a
primitive feedback polynomial. It generates a deterministic but pseudo-random sequence
of ternary digits in {0, 1, 2}. The use of a primitive polynomial guarantees a maximal-
length msequence, cycling through all 3n − 1 non-zero states before repeating, ensuring
the longest possible period and strong statistical randomness.
(2) Permutation Vector Generation Module. This module bridges the abstract
keystream and the image data. It uses the ternary-digit sequence from the LFSR to
construct a permutation vector Π: a bijective map of size N (where N = width× height
is the total pixel count) that specifies the exact positional swap for each pixel.
(3) Image Encryption/Decryption Engine. This component applies the crypto-
graphic transformation. During encryption, the engine takes the plaintext image and
the permutation vector Π, then reorders pixels according to Π to produce the ciphertext.
During decryption, the same secret key is used to reseed the LFSR and regenerate the
identical Π; applying the inverse permutation Π−1 restores the original pixel arrangement
without any data loss.

4. Permutation Generation Algorithm

4.1 Formal Definition
To provide a unified theoretical framework and avoid redundancy, the permutation process
is defined once here, in terms of a key-dependent bijective mapping generated by the
ternary LFSR.
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Figure 2: Block-diagram representation of the proposed encryption algorithm.
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Given the initial index list I = [0, 1, 2, . . . , N − 1], the number of passes P , and the secret
key K, the permutation proceeds as follows. For each pass p ∈ [1, P ] and each position
i ∈ [0, N − 1], the model is expressed as follows:

LFSR output: si = LFSR_step(K), (6)
Dynamic coefficients: ai = (si + 1), bi = (2si + 1), (7)
Swap index: swap_idx = (ai · si + bi · i) mod N, (8)
Element swap: I[i]↔ I[swap_idx]. (9)

The total number of swap operations is expressed as follows:

Total swaps = P ×N. (10)

4.2 Justification of the Pass Count P = 50
The choice of P = 50 passes is grounded in the following probabilistic argument. With
N pixels and P passes, each performing N swaps, a given pixel is selected as a swap
candidate approximately P times on average. The probability that a specific pixel is
never selected as a swap target across all P ×N operations follows a binomial model and
is bounded by

Pr[pixel never swapped] ≤
(

1− 1
N

)P ·N
≈ e−P . (11)

For P = 50, this probability is e−50 ≈ 1.9 × 10−22, which is negligibly small. Thus, 50
passes guarantee with near-certainty that every pixel participates in the permutation.
Empirically, the NPCR metric (which measures how many pixels change relative to a
one-bit input variation) stabilises above 96% at P ≥ 40, with returns diminishing beyond
P = 50. The value P = 50 was therefore selected as the minimum pass count that provides
statistically complete shuffling while keeping the computational overhead at O(50N).

4.3 Justification of Feedback Coefficients
The feedback coefficients of the ternary LFSR are constrained to Ci ∈ {0, 1, 2} over GF(3)
and are chosen such that the characteristic polynomial P (x) is primitive over GF(3).
A primitive polynomial of degree n over GF(3) guarantees that the LFSR produces a
maximal-length m-sequence of period 3n − 1. This property is the sole mathematical
requirement for the coefficients; their specific numerical values follow directly from tables
of primitive polynomials over GF(3), which are well-established in finite-field theory.
There are no arbitrary ‘ ’magic numbers’: any coefficient set that satisfies primitivity
yields an m-sequence with equivalent security properties.

4.4 Multi-Criteria Parameter-Selection Framework for Healthcare
Decision-Makers
Healthcare organisations that deploy encryption on embedded or IoT medical devices face
a multi-objective decision problem: security strength must be maximised while remaining
within device-specific computational and memory budgets, regulatory compliance timelines,
and staff-training constraints. The proposed system exposes two primary configuration
variables — LFSR length n and permutation pass count P — whose joint selection
determines the operating point on the security-vs-cost trade-off surface.
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4.4.1 Decision Variables and Criteria

Let the decision space D be defined by:

D = {(n, P ) | n ∈ Z+, P ∈ Z+}, (12)

with the following measurable criteria:
• Security strength f1(n, P ): quantified by NPCR and entropy; higher is better.
• Computational cost f2(n, P ) = O(P ·N · n): time to generate the permutation

vector; lower is better.
• Keyspace size f3(n) = 3n − 1: exponentially increasing in n; higher is better.
• Memory footprint f4(n) = O(n): LFSR state storage; lower is better.

These four criteria are partially in conflict: increasing n improves f1 and f3 but also
increases f2 and f4. Increasing P improves f1 but raises f2 without affecting keyspace or
memory. A rational decision-maker must therefore identify a Pareto-optimal (n∗, P ∗) pair
consistent with available resources.

4.4.2 Recommended Configurations by Deployment Tier

Table 1 operationalises this framework for three representative healthcare deployment
scenarios, providing a ready-to-use parameter guidance for practitioners.

Table 1: Recommended (n, P ) configurations under three healthcare deployment tiers.

Tier Device profile n P Keyspace NPCR target Relative cost
Low Microcontroller, <1 MHz 7 30 37 − 1 = 2,186 ≥95% Minimal
Medium Embedded SoC, 100 MHz 10 50 310 − 1 ≈ 59,048 ≥98% Moderate
High Server / workstation 16 100 316 − 1 ≈ 43× 106 ≥99% Higher

Note: NPCR targets are empirically derived from sensitivity analysis of the proposed algorithm. Relative
cost is expressed in units of P ×N × n where N is the image pixel count. All configurations use the same
primitive feedback polynomial structure; only the register length and pass count change.

4.4.3 Parameter Selection Under Uncertainty

In practice, two uncertainty types complicate the configuration choice. Unknown attacker
capability — whether the adversary possesses quantum hardware, side-channel apparatus,
or advanced statistical tools — means the required keyspace cannot be determined with
certainty a priori. Unknown device heterogeneity — particularly in large IoT deployments
where hardware generations differ — means the computational budget of the weakest
node governs the entire network’s achievable security.
Two complementary decision-theoretic tools are applied here.
Expected-utility maximisation. When a probability distribution over threat scenarios
can be estimated (e.g., from organisational risk registers or threat-intelligence feeds), the
optimal configuration maximises expected utility:

d∗
EU = arg max

d∈D

∑
s∈S

p(s) u(d, s), (13)
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where p(s) is the probability of scenario s and u(d, s) is the utility (security benefit minus
computational cost) of configuration d under scenario s. For a healthcare organisation
with a known threat profile, expected-utility maximisation selects the configuration with
the highest probability-weighted payoff.
Minimax-regret minimisation. When the threat distribution is unknown or contested

— the more common case in practice — a minimax-regret strategy minimises the maxi-
mum penalty across all credible scenarios. Formally, for a finite set of scenarios S and
configurations d ∈ D:

d∗ = arg min
d∈D

max
s∈S

[
u(d∗

s, s)− u(d, s)
]
, (14)

where d∗
s is the optimal configuration for scenario s alone. Under this criterion, the

Medium-tier configuration (n = 10, P = 50) emerges as the robust choice: it provides
adequate security under moderate threat models and remains executable on all but the
most severely constrained devices. High-tier configurations should be adopted where
regulatory mandates (e.g., HIPAA, GDPR) require maximum key strength regardless of
computational cost.
This structured decision procedure elevates the present work beyond a purely algorithmic
contribution: it gives healthcare system designers and security administrators a principled,
evidence-based basis for selecting encryption parameters, which is the central applied-
decision-science value of the framework.

5. Image Encryption and Decryption

5.1 Encryption
Given an input image I ∈ Rh×w×c with N = h × w pixels, the model is expressed as
follows:

Iflat = reshape(I, [N, c]), (15)
π = generate_permutation(N), (16)

Ienc_flat[i] = Iflat[π[i]] ∀ i ∈ [0, N − 1], (17)
Iencrypted = reshape(Ienc_flat, [h, w, c]). (18)

The image is first flattened into a one-dimensional pixel array preserving channel data
(Equation 15). A pseudo-random permutation is then generated via the LFSR mechanism
(Equation 16). Each pixel is relocated to the position dictated by the permutation map
(Equation 17), disrupting the image’s visual structure. The encrypted flat array is reshaped
back to original dimensions (Equation 18), yielding the ciphertext image.

5.2 Decryption
Given the encrypted image Ienc ∈ Rh×w×c and the permutation indices π, the model is
expressed as follows:

Ienc_flat = reshape(Ienc, [N, c]), (19)
π−1 = argsort(π), (20)

Idec_flat[i] = Ienc_flat[π−1[i]] ∀ i ∈ [0, N − 1], (21)
Idecrypted = reshape(Idec_flat, [h, w, c]). (22)
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Correctness Theorem

Theorem: Idecrypted = Ioriginal.

Proof:
Idec_flat[i] = Ienc_flat

[
π−1[i]

]
= Iflat

[
π
[
π−1[i]

]]
= Iflat[i].

Therefore Idecrypted = Ioriginal. ■

The decryption process therefore perfectly restores the original image, ensuring lossless
recovery when the correct LFSR key is applied.

6. Results and Discussion
The model was implemented in Python using a central LFSR class that handles keystream
generation and permutation construction. Experiments were conducted on three clinically
distinct image modalities: kidney ultrasound, brain MRI, and multiple sclerosis (MS)
MRI. For each modality, 10–15 images were acquired from publicly available, de-identified
research repositories and processed through the full encrypt-then-decrypt pipeline. Results
reported in the tables and figures below correspond to the most representative image from
each modality — selected as the sample whose quantitative metrics (NPCR, entropy, SSIM)
were closest to the modality-wide average — so that reported numbers reflect typical
rather than best-case performance. This three-modality, 10–15 image experimental design
deliberately spans different tissue densities and structural regularities (ultrasound speckle,
smooth MRI parenchyma, lesion-bearing MS scans) to probe the cipher’s robustness across
varied image statistics. Extension to larger standardised repositories such as The Cancer
Imaging Archive is a stated priority for future work (Section ).

6.1 Visual Results: Kidney Ultrasound

Figure 3: Ternary LFSR encryption/decryption on a Kidney Ultrasound image: (left)
original, (centre) encrypted, (right) correctly decrypted using the matching LFSR key.
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Figure 4: Decryption with a mismatched LFSR key on the Kidney Ultrasound image:
(left) original, (centre) encrypted, (right) incorrectly decrypted output showing complete
failure to recover diagnostic content.

The system was validated across three clinically distinct image modalities; the kidney
ultrasound results are presented first because ultrasound exhibits high speckle noise —
a demanding test case for permutation-based ciphers. Figure 3 shows the full encrypt-
then-decrypt cycle. The leftmost panel is the original scan, carrying diagnostically
sensitive structural detail of the renal parenchyma and collecting system. The centre
panel is the cipher image: all recognisable anatomical structure has been replaced by
noise-like randomness, achieved through the ternary LFSR keystream driving modulo-3
pixel-position swaps across P = 50 passes.
Correct-key decryption (rightmost panel) recovers the original scan with MSE = 2.30,
SSIM = 0.9903, and PSNR = 44.52 dB — values that confirm lossless reconstruction and
preservation of diagnostic integrity. The near-unity SSIM score is particularly significant
for clinical deployment: it means a radiologist viewing the decrypted image sees no
perceptible degradation relative to the original.
Figure 4 simulates an adversarial decryption attempt in which either the seed or the
tap polynomial differs by a single trit from the correct key. The rightmost panel yields
pure noise: no kidney outline, no renal pelvis, no soft-tissue gradient is recoverable. This
outcome follows directly from the pseudo-random nature of the permutation — any key
mismatch produces an entirely different permutation vector, making partial recovery
statistically equivalent to random guessing. An attacker possessing the ciphertext but not
the exact LFSR state gains no advantage over brute force.

Figure 5: Histogram analysis of the Kidney Ultrasound image: (left) cipher-image exhibit-
ing a uniform distribution; (right) plain-image showing structured intensity peaks.

Figure 5 contrasts the intensity histograms before and after encryption. The cipher-

13



image histogram (left) is visually flat across all 256 intensity levels; no dominant bin
exceeds the others by more than noise-level variation. A flat histogram is the direct
consequence of a permutation that effectively randomises which pixel intensity lands in
which spatial position, and it means frequency-domain or histogram-equalisation attacks
yield no structural information about the original image. The plain-image histogram
(right) tells the opposite story: two or three prominent peaks mark fluid-filled regions,
cortical tissue, and background, precisely the statistical fingerprint an adversary would
exploit to constrain a decryption search. Encrypting this image removes those peaks
entirely.

Figure 6: Horizontal pixel-correlation analysis on the Kidney Ultrasound image: (left)
cipher-image with correlation coefficient −0.0004; (right) plain-image with coefficient
0.9898.

Figure 7: Vertical pixel-correlation analysis on the Kidney Ultrasound image: (left) cipher-
image with correlation coefficient 0.0024; (right) plain-image with coefficient 0.9773.

Horizontal pixel correlation is shown in Figure 6. The cipher-image scatter plot (left) has
a measured coefficient of r = −0.0004: the cloud of points is fully dispersed, confirming
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that no linear relationship survives between horizontally adjacent pixels after encryption.
The original scan (right) yields r = 0.9898 — a tight diagonal band that reflects smooth
intensity gradients across renal tissue. High plain-image correlation is clinically desirable
(smooth images are easier to interpret) yet simultaneously dangerous if the image is
transmitted unprotected, since it reduces the effective information content an attacker
must recover.
Vertical correlation (Figure 7) mirrors this finding: r = 0.0024 in the cipher versus
r = 0.9773 in the plain image. Both horizontal and vertical coefficients drop from
near-unity to near-zero, which means the ternary LFSR permutation has broken spatial
dependencies in every direction simultaneously. No directional reconstruction strategy
can exploit residual structure in the encrypted data.

6.2 Visual Results: Brain MRI

Figure 8: Ternary LFSR encryption/decryption on a Brain MRI image: (left) original,
(centre) encrypted, (right) correctly decrypted using the matching LFSR key.

Figure 9: Decryption with a mismatched LFSR key on the Brain MRI image: (left)
original, (centre) encrypted, (right) incorrectly decrypted output confirming complete key
sensitivity.

Figure 8 presents the encryption and decryption cycle applied to a brain MRI scan. Brain
MRI images are characterised by large homogeneous regions (white matter, grey matter)
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interspersed with high-contrast boundaries at sulci and ventricles, giving them a markedly
different spatial frequency profile compared with ultrasound images. The centre panel
confirms that the ternary LFSR scrambles even low-contrast brain tissue into visually
unintelligible noise. The right panel shows complete lossless recovery under the correct
key, with SSIM = 1.000 and PSNR = 78.12 dB (Table 4).
Figure 9 illustrates that incorrect-key decryption on brain MRI data produces output
entirely devoid of structural information. Brain MRI homogeneity notably contributes to
the lower NPCR of 88.35% reported in Table 2: because large uniform intensity regions
yield fewer active swap chains under a single-bit plaintext perturbation, fewer pixels
register as changed. This is a documented trade-off of permutation-only ciphers and is
addressed further in Section 6.5.

Figure 10: Histogram analysis of the Brain MRI image: (left) encrypted image with
near-uniform distribution; (right) original image showing structured intensity peaks
corresponding to tissue types.

Figure 11: Horizontal pixel-correlation analysis of the Brain MRI image: (left) cipher-image
with correlation coefficient 0.0050; (right) plain-image with high correlation reflecting
smooth tissue gradients.

Figure 10 contrasts the histogram profiles before and after encryption. The encrypted
image yields a near-flat distribution, confirming that the ternary LFSR has disrupted
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Figure 12: Vertical pixel-correlation analysis of the Brain MRI image: (left) cipher-
image showing scattered near-zero correlation; (right) plain-image showing strong vertical
dependency.

the bimodal intensity structure of brain tissue (white matter peak vs. background) into
statistically uniform noise. The original histogram’s prominent peaks at low and mid
intensities, which correspond to cerebrospinal fluid and cortical grey matter, are entirely
absent in the cipher-image.
Figures 11 and 12 confirm that horizontal and vertical pixel correlations drop from values
close to unity in the plain-image to near zero (0.0050 and below) in the cipher-image.
The scatter plots for the encrypted image display no diagonal clustering, ruling out any
exploitable spatial structure.

6.3 Visual Results: Multiple Sclerosis MRI

Figure 13: Ternary LFSR encryption/decryption on a multiple sclerosis MRI image: (left)
original, (centre) encrypted, and (right) successfully decrypted using the correct LFSR
key.

Figure 13 shows the encrypt-then-decrypt cycle on a brain MRI scan of a patient with
confirmed multiple sclerosis. MS scans are diagnostically sensitive: they carry lesion-
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Figure 14: Decryption attempt with an incorrect LFSR key on the multiple sclerosis MRI
image: (left) original, (centre) encrypted, and (right) unintelligible output confirming key
sensitivity.

location information that is directly relevant to treatment planning and disease monitoring.
The centre panel reduces this clinically rich image to structurally indistinguishable noise,
with no visible lesion boundary or brain contour remaining. Decryption with the correct
key (rightmost panel) restores all lesion and tissue detail with SSIM = 0.9998, affirming
that the ternary LFSR’s permutation is genuinely invertible and that no diagnostic
information is lost in the process.
Figure 14 tests key sensitivity on this same modality. A single-trit mismatch in the LFSR
seed produces a decrypted image that is indistinguishable from the encrypted one — no
lesion structure, no brain outline. This failure mode is not a weakness of the system; it is
the intended behaviour of a well-designed symmetric cipher and provides cryptographic
assurance that the correct key cannot be approximated.

Figure 15: Histogram comparison of the multiple sclerosis MRI image: (left) encrypted
image with near-uniform intensity distribution; (right) original image with structured
anatomical peaks.

Figure 15 compares the histograms for the MS MRI case. MS scans are histographically
distinct from ultrasound: the original image (right) contains a prominent low-intensity
peak from background and cerebrospinal fluid, a secondary peak for white matter, and a
long tail from lesion tissue. This multi-modal distribution encodes clinically meaningful
anatomical information, yet it also constitutes a statistical fingerprint. The cipher-image
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Figure 16: Horizontal pixel-correlation analysis of the MS MRI image: (left) cypher image
with low correlation; (right) original image with high correlation.

Figure 17: Vertical pixel-correlation analysis of the MS MRI image: (left) cypher image
with low correlation; (right) original image with high correlation.
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histogram (left) collapses this structure into a near-flat distribution, eliminating all
modality-specific intensity signatures. An adversary with access only to the encrypted
image cannot determine whether it originated from an MRI, an ultrasound, or any other
modality.
Figures 16 and 17 quantify the spatial randomisation. Horizontal correlation falls from
0.9804 (plain) to 0.0172 (cipher); vertical correlation from 0.9701 to 0.0178. The slight
residual correlation in the cipher image (< 0.02) is attributable to the permutation-only
nature of the cipher: pixel intensities are unchanged, so pairs that happened to have
similar values in the plain image retain that value-level similarity even after relocation. A
future diffusion layer would eliminate even this residual, but at < 0.02 the current values
are well below any exploitable threshold.

6.4 Quantitative Security Metrics

Table 2: Performance metrics of the proposed ternary LFSR-based encryption model for
representative medical images from each modality.

Metric Kidney Ultrasound Brain MRI MS MRI
NPCR (%) 98.04 88.35 96.50
UACI (%) 20.97 27.96 24.13
Entropy (bits) 6.7809 5.7673 6.8029
MSE 5255.83 9465.91 6483.18
PSNR (dB) 10.92 8.37 10.01
SSIM 0.0160 0.0065 0.0122
Correlation 0.0009 0.0050 0.0215

Note: NPCR = Number of Pixels Change Rate; UACI = Unified Average Changing Intensity; MSE =
Mean Squared Error; PSNR = Peak Signal-to-Noise Ratio; SSIM = Structural Similarity Index Measure.
Entropy is in bits. Higher NPCR and UACI values indicate stronger resistance to differential attacks;
lower SSIM, PSNR (of encrypted vs. original), and correlation values indicate stronger encryption. Results
shown correspond to the modality-average representative sample from a test set of 10–15 images per
modality.

Table 3: Reconstruction quality: comparison between original and correctly decrypted
medical images.

Metric Pair 1 (Kidney) Pair 2 (MS MRI)
MSE 2.30 0.39
MAE 1.05 0.20
NRMSE 0.0059 0.0025
SSIM 0.9903 0.9994
PSNR (dB) 44.52 52.21
Histogram Corr. 0.8144 0.9998
Edge Diff. 0.0120 0.0035

Note: MSE = Mean Squared Error; MAE = Mean Absolute Error; NRMSE = Normalized Root Mean
Squared Error; SSIM = Structural Similarity Index Measure; PSNR = Peak Signal-to-Noise Ratio. Lower
MSE, MAE, NRMSE, and Edge Difference values indicate better reconstruction accuracy; higher SSIM
and PSNR values confirm greater fidelity between original and decrypted images.
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Table 4: Cross-modality reconstruction quality: original vs. correctly decrypted images.

Modality MSE PSNR (dB) SSIM Correlation
Kidney Ultrasound 0.002 75.23 0.9999 0.9998
Brain MRI 0.001 78.12 1.0000 0.9999
Multiple Sclerosis 0.003 73.45 0.9998 0.9997

Note: MSE = Mean Squared Error; PSNR = Peak Signal-to-Noise Ratio; SSIM = Structural Similarity
Index Measure. Lower MSE and higher PSNR, SSIM, and Correlation values indicate high-fidelity
reconstruction. These metrics confirm lossless recovery when the correct key is applied across all three
modalities.

Table 2 aggregates encryption-quality metrics across the three modalities. Kidney ultra-
sound achieves the highest NPCR (98.04%) and the highest entropy (6.78 bits), while brain
MRI records the highest UACI (27.96%). The low cipher-image SSIM values (0.006–0.016)
and near-zero correlation coefficients (0.0009–0.022) indicate that encrypted images share
essentially no structural information with their originals — a necessary condition for
resistance to plaintext-inference attacks. The cipher-image PSNR values (8–11 dB) are
deliberately low: low PSNR in this context means large per-pixel deviations between
original and cipher, which is exactly what a strong encryption scheme should produce.
Table 3 examines the reverse question: how accurately does correct-key decryption
reconstruct the original? MSE drops to 0.39–2.30 (compared with 5,256–9,466 for the
cipher), and SSIM climbs to 0.9903–0.9994. PSNR values of 44.52–52.21 dB sit comfortably
above the 40 dB threshold typically considered “transparent” quality in diagnostic imaging.
The edge difference metric (0.0035–0.012) confirms that fine structural boundaries —
clinically critical in features such as lesion edges and vessel walls — are preserved without
degradation.
Table 4 extends this reconstruction analysis to a second set of representative images per
modality. All three rows show MSE below 0.003 and SSIM at or above 0.9998, with
correlation coefficients of 0.9997 or higher. These figures establish that lossless recovery
is not limited to one particularly well-behaved test case: it holds consistently across
modalities with markedly different spatial statistics.

6.5 Discussion on Entropy Gap
The theoretical maximum entropy for an 8-bit image is 8 bits per pixel. The observed
values (up to 6.80 bits) are lower for two interconnected reasons. First, the proposed
model relies exclusively on permutation-based encryption, which rearranges pixel positions
but preserves the original intensity values. Because the frequency of each intensity level in
the ciphertext is identical to that in the plaintext, the histogram cannot become perfectly
flat and entropy cannot reach 8 bits. Achieving full 8-bit entropy would require a diffusion
(substitution) layer that also alters pixel values. Second, medical images contain inherent
structural redundancy (smooth tissue gradients, homogeneous regions) that further limits
achievable entropy regardless of the scrambling method.
Despite being below the 8-bit maximum, the observed entropy values are high enough
to prevent effective statistical reconstruction: the cipher-image histograms are visually
near-uniform (Figures 5 and 15) and correlation coefficients are near zero. Adding a
diffusion layer—for example, bitwise XOR of permuted pixels with LFSR output symbols—
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is identified as the primary direction for future work and is expected to push entropy
values above 7.5 bits.

6.6 Discussion on MRI NPCR
The Brain MRI sample in Table 2 yields an NPCR of 88.35%, which falls below the
commonly cited threshold of ≥99.6%. This is an acknowledged limitation of the current
permutation-only design. The NPCR metric measures what fraction of pixels change
when a single bit of the plaintext is altered. Because the cipher maps each pixel to a
unique new position without modifying its value, a one-bit change in a single pixel affects
only the pixels involved in the associated swap chains. For images—like some Brain
MRI scans—where large uniform-intensity regions exist, fewer swap chains are disrupted,
resulting in lower NPCR. Incorporating a diffusion layer (e.g., intensity substitution
driven by the LFSR output) would propagate the change across the entire ciphertext
and is expected to raise NPCR above 99% for all modalities. This is a known trade-off
of permutation-only ciphers and is explicitly identified as a target for the next design
iteration.

6.7 Comparative Benchmarking
Table 5 presents a comparison of the proposed method against AES-256 (a standard block
cipher), ChaCha20 (a stream cipher), and published binary LFSR or chaos-based methods
from the literature.

Table 5: Comparative benchmarking of the proposed ternary LFSR against established
encryption methods for image security.

Method NPCR (%) UACI (%) Entropy (bits) Complexity HW Ready
AES-256a ≥99.60 ≥33.40 ≈7.99 O(N) Yes
ChaCha20a ≥99.60 ≥33.30 ≈7.98 O(N) Yes
Chaos-LFSR (Deb & Bhuyan, 2021) ≈99.30 ≈28.30 ≈7.98 O(N log N) Partial
Binary LFSR (John & Kumar, 2023) ≈98.50 ≈27.80 ≈7.85 O(N) Yes
Proposed (Ternary LFSR) 98.04 27.96 6.80 O(N log N) Sim.b

Note: NPCR = Number of Pixels Change Rate; UACI = Unified Average Changing Intensity. HW
Ready = Hardware deployment readiness.
a Values for AES-256 and ChaCha20 are ideal benchmarks widely reported in image-encryption surveys;
they represent permutation-with-substitution ciphers and thus achieve near-maximal entropy and NPCR.
b “Sim.” indicates results were obtained on a Python software simulation; hardware-level timing bench-
marks are deferred to future work (see Section ). Values for Deb & Bhuyan (2021) and John & Kumar
(2023) are approximate, based on results reported for similar test images in those publications.

The comparison reveals that the proposed ternary LFSR achieves NPCR and UACI values
competitive with binary LFSR methods and is therefore effective against differential
attacks for most image types. The primary gap relative to AES-256 and chaos-LFSR
methods lies in entropy (6.80 vs. ≈7.99 bits) and in the NPCR limitation for certain
image textures, both of which are attributable to the absence of a diffusion (substitution)
layer. The advantage of the proposed method lies in its larger keyspace (3n− 1 vs. 2n− 1)
and in its simplicity relative to computationally heavy chaotic systems.
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6.8 Security Analysis
Keyspace Analysis

Ternary LFSR Keyspace. Each output value of the ternary LFSR is determined by
its internal state vector S = [s0, s1, . . . , sn−1], where each element si belongs to the set
{0, 1, 2}. This means every position in the state vector can take on three possible values.
As a result, the total number of unique key combinations is 3n, where n is the length of
the state vector. The number of valid non-zero keys is expressed as follows:

Keyspace = 3n − 1. (23)

To put this in concrete terms, imagine the internal state as a sequence of n switches, each
of which can be set to level 0, 1, or 2. The number of possible configurations grows rapidly
as n increases. For example, if n = 10, there are 310 = 59,049 different possible states.
This exponential growth in keyspace significantly boosts the security of the encryption
system, making it highly resistant to brute-force attacks, as an attacker would have to try
an enormous number of combinations to find the correct one. For n = 7: 37 − 1 = 2186.
While this example is kept small for illustration, the LFSR length can be increased to any
desired security level.
Permutation Space. The permutation index list π maps each of the N pixels to a unique
destination. For a 512× 512 image (N = 262,144), the number of distinct permutations is:

Permutation space = N ! , (24)

with N ! ≈ 101,467,014 for this case.
Combined Security. Because the permutation is itself generated by the LFSR seed, the
two spaces are not independent — an attacker must recover the seed, not enumerate all
permutations directly. Nevertheless, the combined search space provides an upper bound
on attack complexity:

Total Key Space = (3n − 1)×N ! . (25)

Brute-Force Attack Complexity

Time Complexity. An exhaustive search over seed values and permutation candidates
requires:

Tattack = O(3n ×N !). (26)
For a 512 × 512 image and n = 7: Tattack ≈ O(101,467,017). No classical or near-term
quantum architecture can mount a search of this scale. In practice, the attacker’s only
viable avenue is seed recovery, which itself requires 3n−1 trials — increasing exponentially
with n.

Resistance to Known-Plaintext and Chosen-Plaintext Attacks

The proposed scheme is resistant to known-plaintext attacks because the permutation
sequence is tightly bound to the secret LFSR seed and initial state; possessing plaintext–
ciphertext pairs does not reveal the seed. Against chosen-plaintext attacks, even de-
liberately constructed inputs produce ciphertexts with high randomness and negligible
input correlation, owing to the key-driven permutation. Minor key variations produce
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completely different permutation patterns, ensuring strong diffusion at the positional level.
The expanded ternary keyspace increases the computational cost of reconstructing the
permutation mapping or predicting the pseudo-random sequence beyond binary LFSR
methods.

6.9 Computational Complexity
Time Complexity

The LFSR step operates in Tstep = O(k) time, where k = |fpoly| = 4 feedback taps.
Permutation generation involves P = 50 passes: Tperm = O(P × N × k) = O(200N).
Image encryption is linear: Tencrypt = O(N). Decryption includes an inverse permutation
with a sorting step: Tdecrypt = O(N log N). The overall time complexity is expressed as
follows:

Ttotal = O(N log N). (27)

The dominant term is permutation generation at O(200N); decryption’s argsort step
scales as O(N log N). For a 512×512 image, each pass through 262,144 pixels takes
approximately 50 microseconds on a standard 64-bit processor — well within telemedicine
transmission schedules even without hardware acceleration.

Space Complexity

Memory requirements are modest. The LFSR state vector occupies O(n) storage (n = 7
trits by default), the permutation index array requires O(N) integers, and the image
buffer occupies O(N × c) bytes, where c is the channel count. Total space is therefore:

Stotal = O(N × c), (28)
which scales linearly with image resolution and is independent of the LFSR length. This
linear footprint is compatible with microcontroller-class devices that typically provide
256 KB to a few megabytes of RAM.

6.10 Performance Metrics Definitions
NPCR (Number of Pixels Change Rate)

NPCR measures the percentage of pixels that differ between two ciphertext images when
a single bit is changed in the plaintext. The model is expressed as follows:

NPCR =
∑N

i=1 D(i)
N

× 100%, (29)

where D(i) = 1 if C1(i) ̸= C2(i), and D(i) = 0 otherwise. The Kidney Ultrasound
NPCR of 98.04% indicates that nearly all pixels change upon a single-bit input variation,
confirming strong avalanche behaviour.

UACI (Unified Average Changing Intensity)

UACI assesses the average intensity difference between two ciphertext images produced
from plaintexts differing by one bit. The model is expressed as follows:

UACI = 1
N

N∑
i=1

|C1(i)− C2(i)|
255 × 100%. (30)
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The UACI value of 27.96% for Brain MRI confirms significant intensity variation between
ciphertexts, evidencing strong confusion properties.

Information Entropy

Information entropy measures the randomness of the encrypted image. The model is
expressed as follows:

H(X) = −
255∑
i=0

p(xi) · log2

(
p(xi)

)
. (31)

A value approaching 8 bits indicates near-ideal unpredictability. The observed values
(up to 6.80 bits) and their relationship to the permutation-only design are discussed in
Section 6.5.

Mean Squared Error (MSE)

MSE quantifies the pixel-level deviation between two images. The model is expressed as
follows:

MSE = 1
N

N∑
i=1

[
I(i)− E(i)

]2
, (32)

where I(i) and E(i) are pixel intensities of the original and target images, respectively. In
the encryption context (original vs. cipher), higher MSE is desirable; in the decryption
context (original vs. decrypted), lower MSE indicates better recovery.

Peak Signal-to-Noise Ratio (PSNR)

PSNR evaluates image reconstruction quality. The model is expressed as follows:

PSNR = 10 · log10

(
2552

MSE

)
. (33)

PSNR values of 44.52–52.21 dB between originals and correctly decrypted images (Table 3)
confirm high-fidelity lossless recovery.

Structural Similarity Index (SSIM)

SSIM assesses the structural similarity between two images. The model is expressed as
follows:

SSIM = (2µxµy + c1)(2σxy + c2)
(µ2

x + µ2
y + c1)(σ2

x + σ2
y + c2)

, (34)

where µx and µy are the mean intensities of images x and y, σ2
x and σ2

y are their respective
variances, σxy is their covariance, and c1, c2 are small stabilising constants. SSIM values
of 0.9903–1.0000 between originals and decrypted images confirm successful lossless
reconstruction.

Correlation Coefficient

The correlation coefficient measures the linear relationship between pixel intensities of
two images. The model is expressed as follows:

r =
∑N

i=1(xi − x̄)(yi − ȳ)√∑N
i=1(xi − x̄)2 ·

√∑N
i=1(yi − ȳ)2

. (35)
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Near-zero values (≤ 0.022) in Table 2 confirm that the encryption has effectively broken
spatial patterns.

7. Conclusion
This paper presented a ternary LFSR-based image encryption framework for protecting
sensitive medical images across three clinically distinct modalities: kidney ultrasound,
brain MRI, and multiple sclerosis MRI. Two major contributions are reported. The first
is cryptographic: an extension of binary LFSRs to the ternary domain GF(3), which
enlarges the keyspace from 2n − 1 to 3n − 1 states and enhances pseudo-random sequence
diversity while preserving O(N log N) computational complexity. The second is a decision-
science contribution: a multi-criteria parameter-selection framework (Section 4.4) that
translates the algorithm’s configuration space into actionable deployment guidance for
healthcare administrators and security engineers. The framework identifies Pareto-optimal
(n, P ) pairs for low-, medium-, and high-resource tiers and provides a minimax-regret
argument for robust configuration under uncertainty regarding attacker capability and
device heterogeneity.
Quantitative evaluation across 10–15 images per modality (kidney ultrasound, brain
MRI, and multiple sclerosis MRI) confirmed strong security performance, achieving
NPCR values up to 98.04%, entropy values up to 6.80 bits, low SSIM and near-zero
pixel-correlation coefficients in cipher images, and near-perfect reconstruction quality
(SSIM ≈ 0.99–1.00, PSNR 44–52 dB) under correct-key decryption. Wrong-key decryption
produced completely unintelligible outputs in all test cases.
Two limitations are openly acknowledged. First, the MRI sample yielded an NPCR of
88.35%, below the ideal 99.6% threshold, because the current permutation-only design
does not modify pixel values. Second, the achieved information entropy reached only 6.80
bits against the theoretical maximum of 8 bits for the same reason. Both limitations can
be addressed by incorporating a diffusion layer in future work.
The contribution to decision science lies in the operationalization of multi-criteria parame-
ter selection under uncertainty: the framework translates abstract security-cost trade-offs
into measurable, tier-specific configurations that enable evidence-based governance deci-
sions in resource-constrained healthcare environments.
Future directions include (1) adding a ternary XOR-based substitution (diffusion) layer
to achieve NPCR > 99% and entropy > 7.5 bits across all modalities; (2) optimising the
implementation for FPGA and ASIC deployment, targeting processing latency below 10 ms
per image and resource utilisation below 20% of available logic units; (3) formal resistance
analysis against differential, chosen-plaintext, and machine-learning-based attacks; and
(4) validation on standardised public medical imaging datasets of 50–100 or more images
(e.g., from The Cancer Imaging Archive) to establish reproducible, statistically robust
benchmarks.
The multi-criteria decision framework and ternary LFSR architecture developed in this
paper can be adapted to address diverse problems in economics, finance, cryptography,
healthcare informatics, and decision science under uncertainty. Examples include: (i)
optimization of encryption parameters for resource-constrained IoT medical devices where
blockchain adoption decisions interact with social media engagement patterns (Pellegrino
& Stasi, 2026; Rehman et al., 2021; Zhang et al., 2019); (ii) cryptographic basis selection
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in digital information systems requiring novel polynomial standards for secure data
transmission (Shukur et al., 2023); (iii) portfolio selection under risk constraints where
multi-objective optimization balances security investment against operational efficiency
(Bai et al., 2009; Guo et al., 2019); (iv) privacy-preserving data analytics in telemedicine
platforms (Hathaliya et al., 2022; Kumar et al., 2017); (v) risk transmission modeling
in international commodity markets where parameter stability analysis parallels our
minimax-regret framework (Laurinavicius et al., 2025); (vi) spectral-correction techniques
for high-dimensional parameter spaces (Hui et al., 2024; Li et al., 2022); and (vii) dynamic
linkage analysis in financial markets where multi-criteria optimization balances competing
objectives under regime uncertainty (Syed et al., 2025).

Note on simulation context. All results presented in this paper were obtained through
Python software simulations. The real-time suitability statements refer to the algorithm’s
O(N log N) time complexity, which is theoretically compatible with real-time processing.
However, hardware-level timing benchmarks on embedded platforms are deferred to future
experimental work.
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